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Sanitization Utilities Overview 
  

Key Features 
The Sanitization Tool is a board specific software utility that performs sanitization of non-volatile embedded memory devices, 
SATA and NVMe storage devices that are present on a Concurrent Technologies processor board. For ease of use, the tool 
also includes functions for saving, restoring and verifying the configuration of those non-volatile embedded memory devices. 

 

 UEFI application for OS independence 

 Available individually or provided as part of a board specific Guardian Security Package 

 Then NIST.SP.800-88r1 compliant 

 
 

 
Main Features 
 the Sanitization Tool provides the following functions:  
 NIST.SP.800-88r1 compliant Sanitization  
 Snapshot function 
 Restore function 
 Verify function 
 Erase function 

 
Sanitize Function 
 the Sanitize function performs NIST.SP.800-88r1 compliant sanitization of 

EEPROM and Flash memory devices, SATA attached storage devices, and 
NVMe attached storage devices 

 EEPROM and Flash memory device contents restored from a previously 
saved snapshot. 

 option to perform a selective device Sanitization 
 sanitization record saved to local storage, or via FTP to remote storage 
 
Snapshot Function 
 the Snapshot function reads the entire contents of supported non-volatile 

devices and creates a consolidated snapshot configuration file that can be 
used at a later point to return the board to a known configuration 

 only covers EEPROM and Flash memory devices on the computing board 
 
Restore Function 
 the Restore function takes a snapshot file and reprograms all supported non-

volatile devices 
 only covers EEPROM and Flash memory devices on the computing board 

 
Verify Function 
 the Verify function takes a snapshot file and compares this with the device 

contents. Any differences are reported by the tool 
 only covers EEPROM and Flash memory devices on the computing board 

 

 

 
Erase Function 
 the Erase function is intended to be irreversible and on completion of the 

Erase operation the board will be left in a non-functioning state after 
power is removed 

 option to perform a selective device Erase 
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